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PRIVACY POLICY

Version updated on April 16th, 2025

We attach great importance to the protection of your personal data. As such, when collecting and
processing it we are guided by these four principles:

= Transparency: we explain what we collect and why we collect it, so that you can make the most
well-informed decision possible;

= Security: all the data that you have entrusted to us benefits from strong security;

= Legal guarantees: we respect data protection laws;

= Visitor and User benefit: when we collect data, it is in order to improve the service and
experience we offer, on our Website, our Apps and with our products.

These principles are the foundations on which we wish to grow: in an increasingly connected world,
we choose to give our Users the widest possible control of their data and to protect the data that is
entrusted to us. Our aim is to offer you the best products and the best services.

This Privacy Policy is therefore intended to provide you with a more detailed overview of our approach
to your personal data, to explain those cases in which we still need to collect information about you,
the reasons we therefore collect this data, and how we use it. It also outlines the security measures
we use to protect its confidentiality, and remind you of your rights and how to exercise them.
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1. GENERAL INFORMATION

Parrot Drones SAS, a simplified joint-stock company with capital of €60,627,825 whose head office is
located at 174, quai de Jemmapes in Paris (75010), France, registered at the Paris Trade and Companies
Registry under number 808 408 074 (hereinafter 'Parrot”, or "we") is responsible for processing your
personal data.

This Privacy Policy (hereinafter "the "Policy") intends to inform you of our practices regarding the
collection, use, transfer and sharing of information that you provide or that we collect (including from
third parties) through our Website www.parrot.com (the "Website") or our mobile applications (the

IIAppsII).
This Policy tells you as well how to exercise your rights.

The Regulations on Personal Data (hereinafter the "Regulations") encompass the regulation (EU)
2016/679 of 27 April 2016 on the protection of personal data (regulation known as "GDPR") and any
law or regulation that may apply it.

Personal Data (hereinafter "Personal Data") refers to any information relating to an identified or
identifiable natural person who may be identified personally, directly or indirectly, in particular by
means of an identifier, such as a surname, first name, an identification number, location data or an
online username. The data we collect may therefore include your strictly personal data, insofar as it
allows you to be identified as a particular person. Conversely, some data does not allow us to identify
you directly, such as your profession or your browsing data (the type of browser, terminal and
operating system, the path followed on the Website, etc.) but is nevertheless considered as Personal
Data because it is attached and/or attributable to the former.

This Policy is addressed to the visitors of the Website (hereinafter “Visitors”), and to the users of the
Parrot Cloud account, of the Apps and of the Parrot products (hereinafter the “Users").

The Parrot Cloud is the account used by the User to self-identify with Parrot services whether it be to
connect on the Website, to manage an order or to share its flight data. The word “MyParrot” may be
used as well in certain Apps or User documentation to designate the Parrot Cloud.

This Policy is an integral part of the terms and conditions of sale on the Website and the conditions of
use of the Apps. By accepting the general conditions of sale of the Website and the conditions of use
of the Apps you expressly accept the provisions of this Policy.

Please read this document carefully in order to be aware of and understand the practices regarding
the processing of your Personal Data that we implement and the rights that you are entitled to.
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2. PROCESSING DATA COLLECTED BY PARROT

a. Personal Data collected from Users

You do not have to give us the Personal Data that we ask for. However, if you choose not to share it,
access to certain services implemented by our Website and/or our Apps may be limited.

When turning on your drone for the first time and connecting to it with your Terminal (as defined
below), we automatically collect the following data: the serial number of your drone, the origin address
of the network connection, and the type of Terminal you use to access or connect to the Apps.

When using FreeFlight application, you may share with Parrot pictures taken automatically by the
drone sensors. On the pictures collected, faces and texts are blurred automatically before being sent

to Parrot.

As part of the legitimate interest pursued by Parrot, Parrot may occasionally contact its professional
Users to present its current and future products.

Personal Data that you may have provided to Parrot is strictly confidential.

Parrot and its affiliates may exchange such Personal Data and use it in accordance with this Policy.

To have a comprehensive vision of the processes of Personal Data collected by Parrot from Users,
please consult the table that appears in Appendix 1.

b. Personal Data collected from Visitors

We collect Personal Data when you complete a form on the Website to:
= Create a “Parrot.Cloud” account
= Create a GitHub account on the “Developers” area of the Website (“SDK Program”).

We also collect Personal Data when you complete a form on the Website to apply for a job offered by
Parrot in the “Careers” area.

For a comprehensive vision of the process of Personal Data collected by Parrot from Visitors, please
consult the table that appears in Appendix 1.

Cookies: please refer to article 10 “Cookie Information”.

c. Personal Data that Parrot obtains from third parties

If you download an app through an app download platform and make in-app purchases, if you connect
to our Website and/or our Apps via social media, we will have access to certain Personal Data in
accordance with the general conditions of use of the platforms and the social network concerned (for
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more details on social media, please refer to article 7 " LOGIN WITH GOOGLE/APPLE AND SOCIAL
MEDIA PLUG-INS ").

As part of our after-sales service, your request will be forwarded to us by the distributor from whom
you purchased the relevant product.

d. Authorisation to access the features of the Terminal

Our Apps enable the products sold by Parrot to be used on a computer, tablet, smartphone, phone,
etc. (hereinafter the "Terminal"). A request to access the geolocation services or storage of the
Terminal may be required for the proper functioning of our Apps. We invite you to read the instructions
on your Terminal to learn how to modify the authorisation settings granted to an app and to control
the sharing of personal details or access to the storage of the Terminal. No photo or video taken by
the User is sent to Parrot.

3. DATA RETENTION AND DELETION

To have a comprehensive vision of the processes of Personal Data collected by Parrot from Users,
and especially on the period of retention, please consult the table that appears in Appendix 1.

Upon your request, we will delete or anonymize your Personal Data so that you can no longer be

identified, unless the law authorises or compels us to retain certain Personal Data, particularly in the

following situations:

= [fthere is an unresolved issue with your account, such as an unresolved claim or litigation, we will
retain the necessary Personal Data until the issue is resolved;

= |f we are required to retain Personal Data as a result of legal, tax, auditing and accounting
obligations, we will retain the necessary Personal Data for the period required by the applicable
law;

= |f this data is required for our legitimate interests, such as fraud prevention or the security of our
Users.

The request for deletion is made in the configuration of the App or from the Parrot Cloud access of the
User on the Website or by sending your request to privacy@parrot.com (see Article 6.2 of this Policy).

In addition, we may on our own initiative anonymize some of your Personal Data.

4. SHARING PERSONAL DATA WITH THIRD PARTIES

We will not transmit your Personal Data to third parties who may use it for commercial purposes
without your express consent.

We may share Personal Data with other entities of the Parrot Group within the scope of this Policy.
Entities of our group refers to any company owned or controlled directly or indirectly by Parrot.
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We rely on trusted third parties to carry out various operations on our behalf. We can provide them
with the information they need to carry out a given service and request that they do not use your
Personal Data for any other purposes. We may be required to transfer certain Personal Data to them
if it is required for (i) the operation, management, maintenance of our Website and/or our Apps; (ii)
ensuring the fulfilment of the services offered by the Apps; (iii) implementing certain elements of the
after-sales service; (iv) combating fraud; (v) responding to requests from the authorities.

Your Personal Data may therefore be transferred to a third party when we have a legal obligation to
do so or if we believe in good faith that this is necessary to (a) comply with any legal request; (b) comply
with any requests from the authorities; (c) in the course of enquiries and investigations; or (d) to secure
the rights, property and safety of Parrot and more generally any third party.

5. TRANSFER OF DATA OUTSIDE THE EUROPEAN UNION

We store your Personal Data in servers located in the European Union. However, it is possible that the
Personal Data we collect when you use our Website and/or our Apps may be transferred to other
countries, some of which may have less protective Personal Data protection legislation than the one
in force in the country where you reside.

The European Commission, through adequacy decisions, certifies that certain third countries offer a
level of data protection equivalent to that of the European Economic Area. You can consult the list of
these countries at:
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-

protection/adequacy-decisions _en.

If the country does not offer an equivalent level of data protection, we ensure that a sufficient level of
protection is achieved through other measures. To this end, we use, for example, binding company
rules, European Commission standard contractual clauses for the transfer of personal data to third
countries, certificates or recognised codes of conduct.

We can use the services of subcontractors located outside the European Union, particularly for
responding to your requests for after-sales services, or providing us with commercial and advertising
services. This is also the case for Parrot affiliates located outside the European Union to whom we may
transfer some of your Personal Data for the purposes of providing our services in those countries.

Some of our sub-contractors have stated that they process all or part of your Personal Data in countries
outside the European Union, such as the United States of America and the United Kingdom.
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6. CONTROLLING PERSONAL INFORMATION SHARED WITH PARROT

6.1 Rights relating to your Personal Data

In accordance with the Regulations in force, you have a set of rights relating to the Personal Data

relevant to you, including:

A right of access: you can obtain a copy of all your data processed by Parrot, as well as
information about the nature of the processing of your data.

A right to rectification: you can obtain the rectification and/or completeness of your
inaccurate and/or incomplete data.

A right to erasure: you can obtain the erasure of your data when (i) this data is no longer
necessary for the purposes for which it was collected, (ii) you exercise your right to oppose the
processing concerned, or (iii) the processing concerned is illicit. However, this right does not
apply when it is necessary for Parrot to store your data to comply with a legal obligation or to
exercise rights in court;

A right to restriction of processing: you can obtain a restriction of processing of your data
when you dispute the accuracy of the data for a period of time that allows Parrot to carry out
the appropriate verifications. It is the same when Parrot no longer needs the data, but it is still
required by you to defend a right in court, or when you exercise your right of opposition, for
the time required by Parrot to examine your request. When such a limit is put in place, the
data can only be processed, except for its retention, with your consent or for the defence of a
right in court.

A right to portability: you can obtain the data that you have provided to Parrot and which is
used by Parrot as part of the processing necessary to fulfil your contract, in a structured,
commonly used and machine-readable format, and its transmission by Parrot to another
provider where this is technically possible.

A right to object: you can request that Parrot, for reasons relating to your particular situation,
stops processing your data in order to pursue its legitimate interests. Parrot will then cease
such processing unless it justifies its legitimate and compelling interests over your rights and
freedoms.

A right to withdraw: you can withdraw your consent at any time when it is the legal basis of
the process.

A right to define general and specific guidelines: you can define the manner in which you
intend to exercise the above rights after your death.
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6.2 Procedure for exercising your rights

To exercise your rights over your Personal Data, you can email your request (i) to the address
privacy@parrot.com or (ii) send it by mail to Parrot Drones SAS, Data Protection Officer, 174 quai de
Jemmapes, 75010 Paris (France); by giving your surname, first name, email address and if possible your
customer reference. In accordance with the regulations in force, your application must be signed and
provide the address to which we must send you our response.

We may request specific information from you to confirm your identity or to process your request,
especially if your request is incomplete.

If your request concerns the exercise of a right of access, we may charge you a reasonable fee for any
additional copies requested or if your request is manifestly unfounded or excessive.

Please note that we may retain certain information about you when required by law or if there is a
legitimate interest such as fraud or Parrot providing feedback to the authorities in charge of civil
aviation. For example, this is the case if we consider that you have committed a fraud or violated the
Terms of Use of the Website and/or Apps and we want to prevent you bypassing the rules applicable
to our community.

6.3 Lodging a complaint with the supervisory authority

You also have the right to lodge a complaint with the French supervisory authority or that of the
country in which your habitual residence is located if you consider that the processing carried out by
Parrot violates the provisions of the European Regulation on the protection of personal data. As an
example, in France, the supervisory authority in charge of compliance with personal data obligations
is the Commission Nationale de I'Informatique et des Libertés (CNIL).

7. LOGIN WITH GOOGLE/APPLE AND SOCIAL MEDIA PLUG-INS / LINKS TO EXTERNAL WEBSITES

7.1. Login to Parrot Cloud via Google / Apple unique authentication mechanism

You have the option of connecting to a Parrot Cloud account through Google / Apple unique
authentication mechanism, which makes it easier to register or connect. A first connection via Google
/ Apple unique authentication mechanism means that you will always be able to connect to your Parrot
Cloud account this way. You can unlink these accounts at any time if you wish.

We draw your attention to the fact that if you decide to let us access some of your information,
including your Personal Data, through connection services provided by third parties, their privacy
policies can also legally bind you. We have no control over the collection or processing of your Personal
Data carried out by third parties on their own platform.
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When you choose to connect to your Parrot Cloud account via Google / Apple unique authentication
mechanism, Google / Apple may ask you to share information with Parrot. If you choose to share
information, Google / Apple will usually ask you to specify what information you want to share.

7.2. Social media plug-ins

Social media plug-ins may be present on the Apps. By clicking on one of these buttons (for example
Facebook's "Share" button), information is exchanged with the social media website concerned. If you
are connected to the social media website at the same time, information may be relayed to your
account by the social media website. This social media website can also display it on your profile and
share it with other members of your network.

7.3 Links to external websites (GitHub)

Some links on our Website contain redirections to external websites, such as our developer forum. In
this case, the data protection policy of the external websites applies and Parrot is not responsible for
the processing of your data. We invite you to consult the documentation of these websites to ensure
that your data is protected.

We provide developers with a set of computer codes and libraries to enable them to adapt the control
of a Parrot drone to their particular uses. The “Developers” area of the Website allows Visitors to
access a number of resources and to register on a forum by creating a GitHub account. The GitHub
privacy policy is available here:
https://docs.github.com/en/site-policy/privacy-policies/github-general-privacy-statement

8. PROCEDURES FOR SECURITY AND PROTECTION OF PERSONAL DATA

In order to ensure the protection and confidentiality of the Personal Data communicated to us, we use
the technical, physical and procedural control measures that are implemented during the collection,
processing and transfer of your Personal Data. As such, we have put in place various measures,
including pseudonymisation, encryption, access and retention policies.

We also apply security procedures limiting the use and access to your Personal Data on our servers.
Only authorised personnel are permitted, in the course of their work, to access your Personal Data.

9. MANAGEMENT OF PERSONAL DATA OF MINORS

Please note that our Website and Apps are not designed to collect Personal data from children
considered minors under applicable data protection laws. If you are a minor, you are not authorized
to use our Apps unless you have prior permission from your parent or legal guardian. If we become
aware that we have collected Personal data from a minor as defined by applicable data protection laws
without the valid consent of the parent or legal guardian, we will delete the data unless otherwise
agreed by the parent or legal guardian.
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10. COOKIE INFORMATION

Technical cookies necessary for the operation of the Website: these are cookies strictly necessary to
the operation of the Website under article 82 of the French “Loi Informatique et Libertés” and are
therefore exempted from consent. These cookies allow especially to navigate on the Website in a
secure way. These cookies are always activated on the Website. Personal data collected are IP address.
The data controller is Parrot Drones.

Third party cookies linked to web contents accessible from the Apps: when opening web contents

from an App, the third-party website you access may use cookies. We invite you to read the cookies
policy of these third-party websites to take knowledge of the use aims of the information they collect.

11. AMENDMENT OF OUR POLICY

It may be the case that we have to make changes to this Policy. We advise you to regularly consult the
page dedicated to the collection and processing of Personal Data on the Website to be aware of any
changes or updates to our Policy.

12. CONTACT US

If you have any questions relating to this Policy or any requests relating to your Personal Data and/or
you wish to exercise your rights, you can contact us (i) via the following address: privacy@parrot.com;

or (ii) by post to Parrot Drones SAS, Data Protection Officer, 174 quai de Jemmapes, 75010 Paris
(France). In accordance with the regulations in force, your application must be signed and provide the
address to which we must send you, our response.

We may request specific information from you to confirm your identity or to process your request,
especially if your request is incomplete.
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APPENDIX 1 - PROCESSES UNDERTAKEN BY PARROT BY PURPOSES

PURPOSES LEGAL BASIS PERSONAL DATA TYPES RECIPIENTS PERIOD OF RETENTION APPS/WEBSITE
Creation of a Parrot Consent Name, surname, email and phone Internal services to Parrot 2 years after the date of PARROT.COM, FREEFLIGHT
Cloud account Contract number. and third-party providers last contact with the 7, FREEFLIGHT 8,

Date of birth (only Parrot.com). person concerned FREEFLIGHT 6 USA, LEGACY

APPLICATIONS*

Creation of an Consent Name, surname, email, pseudonym, IP Members and visitors of Until the request for Developer area on
account on the address. the forum deletion PARROT.COM
developer forum
Creation of an Consent Surname, first name, date of birth, Internal services to Parrot 2 years after collection “Careers” area on
account on the marital status, postal address, e-mail and third-party providers PARROT.COM
“Careers” address, photo, pseudonym, telephone
(Recruitment) area number, educational background(s),

professional career, diploma(s),

interview reports and any other

information you may provide when

applying for a job.
Management of supplier | Legitimate Name, surname, phone number, email. Internal service to Parrot 5 years after collection THROUGH A FORM
database interest

11
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Management of the Legitimate Name, surname, email, phone number. Internal service to Parrot 2 years from the last action | PARROT.COM
existing/prospective interest of the User (either most
customer database. recent order, confirmation
Marketing Activities of renewed interest)
Contact after sales Consent Name, surname, email, address, phone Internal services to Parrot 5 years from the closure of | THROUGH DISTRIBUTOR
services Contract and number. and third-party providers the ticket by the after-sales
Customer support and Legitimate Serial number of the drone. service
claims management interest
Help after-sales service Consent User's email, GPS position of the drone Internal services to Parrot 2 years after the date of FREEFLIGHT 8, FREEFLIGHT
to analyze flights of all flights, GPS coordinates of the and third-party providers last contact with the 7
problems mobile terminal of the User, serial person concerned (or 5

number of the drone, blurred images years from the closure of

selected by an algorithm. the ticket by the after-sales

service)

Online storage of Consent User's email, GPS position of the drone Internal services to Parrot 2 years after the date of FREEFLIGHT 6 USA, LEGACY
historical flight data of all flights, GPS coordinates of the and third-party providers last contact with the APPLICATIONS*

mobile terminal of the User, serial person concerned

number of the drone.
Products and services Consent User's email, GPS position of the drone Internal services to Parrot 2 years after the date of FREEFLIGHT 8, FREEFLIGHT

improvement

of all flights, GPS coordinates of the
mobile terminal of the User, serial
number of the drone, blurred images
selected by an algorithm.

last contact with the
person concerned

For images: 2 years from
the last use of the Parrot
Cloud.

7
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Consent User's email, GPS position of the drone Internal services to Parrot 2 years after the date of FREEFLIGHT 6 USA
of all flights, GPS coordinates of the last contact with the
mobile terminal of the User, serial person concerned
number of the drone.
Online storage of flight Consent User's email, GPS position of the drone Internal services to Parrot 2 years after the date of FREEFLIGHT 8, FREEFLIGHT
plans of all flights, GPS coordinates of the and third-party providers last contact with the 7
mobile terminal of the User, serial person concerned
number of the drone, blurred images For images: 2 years from
selected by an algorithm. the last use of the Parrot
Cloud
FREEFLIGHT 8, FREEFLIGHT
Following activation Legitimate Serial number of the drone, IP address Internal services to Parrot 2 years after the date of 7, FREEFLIGHT 6 USA,
statistics interest of the network connection, type of and third-party providers last contact with the LEGACY APPLICATIONS*
terminal. person concerned
Identify the Legitimate Connection logs and account connection | Internal services to Parrot 2 years after the date of PARROT.COM, FREEFLIGHT
cyberattacks interest to the different services of Parrot Cloud: | and third-party providers last contact with the 8, FREEFLIGHT 7,
IP address, account name of Parrot person concerned FREEFLIGHT 6 USA, LEGACY
Cloud, login hours. APPLICATIONS*
Legitimate Unidentified connection logs, IP address, | Internal services to Parrot 2 years after the date of PARROT.COM, FREEFLIGHT
interest login hours. and third-party providers last contact with the 8, FREEFLIGHT 7,

person concerned

FREEFLIGHT 6 USA, SPHINX
simulation tool, LEGACY
APPLICATIONS*

13
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Legitimate
interest

4 G linking server (SIP server):
connection diaries containing name and
surname of the User, IP address of the
drone, IP address of the phone/remote
control, serial number of the drone, the
reference of its “secure element”
(security physical component in the
drone) and login hours.

Internal services to Parrot
and third-party providers

2 months after the date of
data collection

FREEFLIGHT 8, FREEFLIGHT
7

* LEGACY APPLICATIONS: FREEFLIGHT JUMPING, A.R DRONE FREEFLIGHT 2, FREEFLIGHT MINI, FREEFLIGHT THERMAL, FREEFLIGHT 6, FREEFLIGHT PRO.
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APPENDIX 2 — THIRD-PARTY RESOURCES

Parrot

services open
cases

Legitimate interest

Serial number of
the drone.

closure of the case.

PERIOD OF
PURPOSES LEGAL BASIS DATA TYPES RETENTION NAME

Website hosting Consent / Data targeted in Duration targeted AWS
and Parrot Cloud Legitimate interest | Appendix 1 in Appendix 1
Tracking tools of Nam.e, surname,

email, address,
the after sales Consent / 5 years from the

phone number. Salesforce

Parrot Drones S.A.S. - Simplified joint-stock company with capital of 60,627,825 euros - 808 408 074 RCS Paris
174-178 Quai de Jemmapes 75010 Paris (France)
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